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ÁNetwork file system suitable for low-
bandwidth, high-latency environments
ÁTransfers less data than application produces

ÁClose-to-open consistency
ÁWhen a user has closed and written a file, other 

users will always see new content

Á.Ï ȰÄÉÒÔÙȱ ÏÒ ÃÏÒÒÕÐÔÅÄ ÆÉÌÅÓ
ÁTakes advantage of inter-file and cross-file 

similarity
Á5ÓÅÓ ÎÏÖÅÌ ÆÉÌÅ ȰÃÈÕÎËÉÎÇȱ ÁÌÇÏÒÉÔÈÍ



Á)Î ÇÅÎÅÒÁÌȟ ÔÈÅÒÅȭÓ Á ÌÏÔ ÏÆ ÒÅÄÕÎÄÁÎÃÙ ÂÅÔ×ÅÅÎ 
different versions of a file

Á2ÅÄÕÃÅ ÂÁÎÄ×ÉÄÔÈ ÂÙ ȰÃÈÕÎËÉÎÇȱ ÔÈÅ ÆÉÌÅ
ÁSplit file into chunks, hash the chunks, then transfer 

hashes to server

Á3ÅÒÖÅÒ ÏÎÌÙ ÒÅÑÕÅÓÔÓ ÃÈÕÎËÓ ÉÔ ÄÏÅÓÎȭÔ ÁÌÒÅÁÄÙ ÈÁÖÅ
ÁBut how do we split the file into chunks?
ÁWhat about fixed-size chunks?
ÁA single byte inserted into the beginning of the file 

would change every hash



ÁWhat about rsync?

ÁOverview

ǐAwants to send file Fto B, who already has &ȭ

ǐBcomputes hashes of non-overlapping chunks of &ȭ, 
send to A

ǐAcomputes rolling hashes of every overlappingchunk in 
&ȟ ÄÏÅÓÎȭÔ ÓÅÎÄ ÃÈÕÎËÓ ÔÈÁÔ Balready has

ÁNot obvious how to take advantage of cross-file 
similarity

ǐDatabase of rolling checksums makes no sense



ÁLBFS Solution: Content-based chunks
ÁCompute rolling checksum of every overlapping 

48-byte region

ÁIf 13 low-order bits of checksum equal magic 
number, this region is a chunk break-point
ǐEvery region has 2-13probability of being breakpoint

ǐExpected chunk size is 213= 8192 bytes

ÁSome data can cause strange behavior
ÁArtificial limits: Minimum chunk size = 2K, max 

chunk size = 64K



ÅChunks of a file before and after various edits.
ÅHorizontal stripes show the 48-byte region 
breakpoints.
ÅGray area is regions that were changed with an edit.



ÁGlobal chunk database is created

ÁThis is how cross-file similarity is exploited

ÁIndexes first 64 bits of SHA-1 hash for each chunk 
in every file

Á64-bit key mapped to <file, offset, count> triple

ÁSometimes database is out-of-date or inaccurate

ǐDatabase integrity never trusted

ǐSHA-1 hash recomputed on every chunk before it is used



ÁBased on NFS version 5

ÁUses RPCs (Remote Procedure Calls)

ÁNFS permission system

ÁAssumes large local disk space for local file 
cache
ÁRead and write consistency
ÁReduces bandwidth with chunking
ÁCompression, encryption, authentication



ÁRead consistency: Leases and whole file caching
ÁWhen client opens file, server gives client 60 second 
ȰÌÅÁÓÅȱ ÏÎ ÆÉÌÅ
ǐServer will notify client of changes to file during lease time

Á)Æ ÆÉÌÅ ÉÓ ÏÐÅÎÅÄȟ ÔÈÅ ÌÅÁÓÅ ÈÁÓÎȭÔ ÅØÐÉÒÅÄȟ ÁÎÄ ÔÈÅ ÌÁÓÔ 
modified time is the same on the client and server, the 
local file is up to date

ÁOtherwise, read file from server (discussed next)

ÁNot clear what happens if file is modified during lease 
time
ǐServer notifies client, but how does client handle it?



ÁWrite consistency

ÁWrite leases not necessary

ǐSpecific file write protocol discussed later

ǐ3ÅÒÖÅÒ ×ÉÌÌ ÎÅÖÅÒ ÄÅÍÁÎÄ ȰÄÉÒÔÙȱ ÆÉÌÅȟ ÓÉÎÃÅ ÐÒÏÔÏÃÏÌ ÉÓ 
Ȱ×ÒÉÔÅ-on-ÃÌÏÓÅȱ

ǐFile committed atomically on server, so corrupted files 
on server are not possible

ǐNot clear what happens to modified version of file on 
client if client crashes during transfer, or crashes before 
file is closed



ÁWhen file is not in cache or out of date, client 
must read file from server
ÁBut we want to use chunking on client side, too
ÁClient has own chunk database, just like server

ÁClient uses GETHASHRPC to get hashes of all 
chunks in file

ÁClient sends requests for all chunks not in 
database

ÁServer sends client all requested chunks
ÁClient/server try to send everything in a single 

message each, but sometimes not possible





ÁWrites only occur when file is closed by client
ÁUpdates to file on server are atomic
ÁClient writes to temporary file, temp file is overwrites 

real file after write has finished
ÁWrite Protocol:
ÁClient sends which makes new temporary file for writing 

with MKTMPFILERPC
ÁClient sends hash of each chunk using CONDWRITERPC
ÁServer requests all chunks not in database
ÁClient sends all chunks requested by server with 

TMPWRITERPC
Á#ÌÉÅÎÔ ÔÅÌÌÓ ÓÅÒÖÅÒ ÔÈÁÔ ÉÔȭÓ ÄÏÎÅ ÕÓÉÎÇ COMMITTMPRPC
ÁServer sends back OK, copies temp file to real file





ÁAuthentication : Public key cryptography

ÁClient admin specifies server public key at mount 
time

ÁClient and server authenticate to one another

ÁSpecifics not given, presumably standard protocol

ÁEncryption: Client and server negotiate 
session key at mount time
ÁCompression: Everything is passed through 

gzip before being encrypted and send out



ÁLBFS server pretends to be NFS client

ÁStandard way of quickly implementing new 
network file systems

ÁNFS layer handles access permissions, system 
calls, etc.

ÁClient written with xfs device driver

ÁGood for whole file caching



Á4ÈÒÅÅ ȰÒÅÁÌ ×ÏÒÌÄȱ ÂÅÎÃÈÍÁÒËÓ
ÁLBFS compared to the following systems:

ÁNFS ɀSmall cache, write-on-save, no chunking

ÁCIFS ɀ-ÉÃÒÏÓÏÆÔȭÓ .&3

ÁAFS ɀWhole file caching, write-on-close, no 
ÃÈÕÎËÉÎÇȟ ÄÏÅÓÎȭÔ ÔÒÁÎÓÆÅÒ unchanged files

ÁLeases + gzipɀLBFS without the chunking

ǐBasically AFS with gzip


